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	CINS 1850-500E Network Security
Summer Semester 2008

	
	
	


Course: 

CTEC 1850-500E Classroom, Online, Hybrid or Independent Study
Building: 
Room Number: 
218
Days: 


Tuesday and Thursday
Times: 

9:30am-10:30am
Division: 

Business and Technology

Instructor:

Glenn Appe
Office Location: 
Room 2184
Office Hours: 
as posted
Office Telephone: 
504-278-7305
E-mail:

gappe@nunez.edu
Course Description:
This course provides a comprehensive overview of network security.  Included with general security concepts are communication security, infrastructure security, cryptography basics, and operational/organizational security.
Required: 

· Textbook: Security + Guide to Network Security Fundamentals, Second Edition, ISBN 0-619-21566-6
· Storage device - USB flash drive

· Email account

· Internet Access
· Computer Access
Competencies and Course Objectives:

In this course, we will take an in-depth look at network security concepts and techniques. We will examine theoretical concepts that make the world of security unique. Also, this course will adopt a practical, hands-on approach when examining networking security techniques. Along with examining different network strategies, this course will explore the advancement of network implementation as well as timeless problem solving strategies.
Upon completion of this course a student will:

· Identify the challenges for information security

· Define information security

· Explain the importance of information security

· List and define information security terminology

· Develop attacker profiles

· Describe basic attacks

· Describe identity attacks

· Identify denial of service attacks

· Define malicious code (malware)
· Identify who is responsible for information security

· Describe security principles

· Use effective authentication methods

· Control access to computer systems

· Audit information security schemes

· Disable nonessential systems

· Harden operating systems

· Harden applications

· Harden networks

· Work with the network cable plant

· Secure removable media

· Harden network devices

· Design network topologies

· Protect e-mail systems

· List World Wide Web vulnerabilities

· Secure Web communications

· Secure instant messaging

· Harden File Transfer Protocol (FTP)

· Secure remote access

· Protect directory services

· Secure digital cellular telephony

· Harden wireless local area networks (WLAN)
· Define cryptography

· Secure with cryptography hashing algorithms

· Protect with symmetric encryption algorithms

· Harden with asymmetric encryption algorithms

· Explain how to use cryptography
· Explain cryptography strengths and vulnerabilities

· Define public key infrastructure (PKI)

· Manage digital certificates

· Explore key management
· Harden physical security with access controls

· Minimize social engineering

· Secure the physical environment

· Define business continuity

· Plan for disaster recovery

· Define the security policy cycle

· Explain risk identification

· Design a security policy

· Define types of security policies

· Define compliance monitoring and evaluation

· Define identity management

· Harden systems through privilege management

· Plan for change management

· Define digital rights management

· Acquire effective training and education

· Define computer forensics

· Respond to a computer forensics incident

· Harden security through new solutions

· List information security jobs and skills

This course will be supplemented with Blackboard.  Students will be given login info and instructions on its use.

http://lctcs.blackboard.com/
Assessment:
There will be 4 exams and 13 quizzes. The quizzes will be the chapter reviews and also serve as chapter study guides. The exams will be open book tests.  Class work will include 1 Project per chapter.
Grading Policy:
Assignments
50%




Quizzes
             10%




Exams

40%

Grade Scale:

90 – 100 %
A



80 – 89%
B

70 – 79 %
C
60 – 69 %
D
59% or less
F

Attendance: There is a strong correlation between class attendance and grades. Therefore, attendance is mandatory.  If you miss a class you must make up the work, even if the absence was excused.  You are responsible for getting the assignments.  Late work will be assessed a 25% penalty.  If you miss two weeks’ worth of classes you may be dropped from the class role.  If you miss an exam due to illness you must bring a physicians note to the instructor. One missed exam can be made up during the last week of class. The maximum score for this exam will be 70.

	Online students must actively participate at a pace equal to or faster than classroom students.  Because this course is online,

there are no set times and/or dates that you must attend class.  However, regular online participation is critical for this 

course to work.  If you do not participate in a given week, I will consider you absent for that week.  You are allowed to 

miss two weeks without penalty, provided that you make up the missing assignments.  For each successive week that you

miss, your final grade will be reduced by a letter grade.  If you miss more than four weeks of class, you will fail the course.

Participation means a good faith effort to log on, read assignments, submit assignments in the manner required and respond

to my questions.  I can tell who logged on, what pages they visited, and how long they spent there.

Credibility Factor:  If you usually make a good faith effort to get your work in, and find that you are occasionally behind

on completing assignments, do not worry about your grade.  You have established credibility as a reasonable student, and

I will consider you present as long as you participate in some fashion that week.  I realize that adults occasionally 

experience circumstances beyond their control and will make allowances for these situations within reason.  


	
	


	Week
	Assignments
	Chapter
	Assignment Due Date
	Exam

 Date

	1

Information Security Fundamentals
	Exercises

Chapter 1
	1 
	
	

	1
Attackers and Their Attacks
	Exercises

Chapter 2
	2
	
	

	2
Security Basics
	Exercises 

Chapter 3
	3
	
	

	2

Test 1
	
	1-3
	
	

	3
Security Baselines
	Exercises 

Chapter 4
	4
	
	

	3
Securing the Network Infrastructure
	Exercises

Chapter 5
	5
	
	

	4
Web Security
	Exercises

Chapter 6
	6
	
	

	4

Test 2
	
	4-6
	
	

	5
Protecting Advanced Communications
	Exercises

Chapter 7
	7
	
	

	5
Scrambling Through Cryptography
	Exercises

Chapter 8
	8
	
	

	6
Using and Managing Keys
	Exercises

Chapter 9
	9
	
	

	6

Test 3
	
	7-9
	
	

	7
Operational Security
	Exercises

Chapter 10
	10
	
	

	7
Policies and Procedures
	Exercises 

Chapter 11
	11
	
	

	8
Security Management
	Exercises

Chapter 12
	12
	
	

	8
Advanced Security and Beyond


	Exercises

Chapter 13
	13
	
	

	8
Final Exam
	Final Exam
	10-13
	
	


